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I introduce myself

Judge since 1983

Judicial trainer since 1993

Member of the Italian High Council for the Judiciary
(2002-2006)

President of the Assembly of European Judges –
EULEX KOSOVO (2008-2011)

Judicial expert for CCEJ, CEPEJ, TAIEX, EU IPA and
twinning projects

Co-Agent of the Italian Government in front of the
ECHR (2017-2019)

Since August 2019 President of Pisa Tribunal

Chair of Cyber-justice CEPEJ WG
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CEPEJ
Why a WG on Cyberjustice
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New technologies have a great impact both on the private and

professional life of every citizen.

Judges, prosecutors, lawyers, legal pratictioners in general are

facing new challenges in the contest of the digital transformation

of Justice.

Videoconference

E-file

Digitalisation

Electronic registersDigital evidence

Artificial intelligence

Data-base

Predictive justice



THE CHALLENGES

New working 
methods

Organisation 
and 

management

Protection of 
individuals 

with regard to 
the automatic 
processing of 
personal data

Protection of 
HUMAN 
RIGHTS

5



Justice facing health emergency:
from the crisis a lesson for the future

The Covid-19 pandemic has caused significant damage to the
functioning of justice in all countries affected by the virus. Justice has
reduced and even stopped its activity everywhere in Europe putting at
serious risk its credibility and the trust of people.

Covid-19 crisis has shown that only judicial systems equipped with
technological tools of e-justice have been able to guarantee the
handling of cases. This is in particularly true for civil and commercial
cases. Thanks to the dematerialization of the file, intelligent case
management systems and telematic notifications, it has been and it is
possible to deal with almost all litigations.

From the crisis we can learn a lesson for the future >
Dematerialization of cases, digital procedures and (at least partial) on-
line handling of cases are effective tools for the ordinary management
of justice and for backlog reduction strategies.



General responsibility of CEPEJ➔

Analyse and develop relevant tools on emerging issues
such as cyberjustice or artificial intelligence in judicial
systems as regards efficiency and quality

Specific objectives of the WG➔

To provide public decision-makers, legal professionals
and users of justice with tools to support the evolution
of judicial systems towards cyberjustice

To regularly consider the various challenges posed by
digitalisation of justice and use of AI in justice

The CEPEJ-WG-CYBERJUST
The objectives



Working method 

Working method

➔Appointment of MIX TEAMS OF EXPERTS (ITC and
legal/judicial background) working in connection with a WG’s
task force

➔Assessment and evaluation of existing tools

➔Analysis of best practices and solutions in Member States
in connection with technical and legal requirements

➔Draft guidelines

➔WG adopting 1) the assessment and the evaluation report
and 2) the guidelines and

➔submitting to the CEPEJ plenary section

➔CEPEJ TOOLS



Expected outcomes

➔collecting good practices and elaboration of
practical and usable TOOLS for the digital
transformation of justice and e-justice

➔identification of a plurality of solutions and
of their technical, legal, judicial, organizational,
ethical requirements

➔evaluation/prediction of their impact on the
quality of the judicial system.



WG’S FOCUS
2020-2021 activities

First two years  WG’s activities focused on:

✓video-conference

✓electronic court filing (e-filing) 

✓on-line enforcement of judicial decisions

✓on-line dispute resolution (ODR) 

Guidelines have been adopted on the first two
topics



WG’s 2022-2023 activity programme

Development of tools

➢guidelines on online alternative dispute 
resolution (ODR) 

➢guidelines on e-auctions

➢guidelines on public jurisprudence databases 
(use of metadata and anonymization)

➢guidance on good governance and management
of IT reform projects and their application



Guidelines’ purpose

The purpose of the Guidelines is not to create new rules
but to provide support to Member States, who wish to
make use of digital and/or AI instruments, to identify the
legal principles and technical requirements that make
these instruments efficient, capable of improving the
quality of justice and compatible with the European
Convention of Human Rights.

It is up to the MS to establish, within a clear and
comprehensible legal and constitutional framework, the
conditions and limits of use of the proposed tools and
instruments.



Guidelines on 
Videoconferencing in Judicial Proceedings

Videoconferencing
a communication system that allows
two-way and simultaneous
communication of image and sound
enabling visual, auditory and verbal
interaction during a remote hearing

Experts: Alexandre Palanco and 
Marek Swierczynski
Adopted
June 2021

https://rm.coe.int/cepej-2021-4-
guidelines-videoconference-
en/1680a2c2f4

Source: e-justice.europe.eu

https://rm.coe.int/cepej-2021-4-guidelines-videoconference-en/1680a2c2f4


From conventional to remote hearing

Conventional court hearing

Participants appear at court

Remote hearing

Participants utilize videoconference to
discuss the case without appearing at court 



The reasons

New technologies provide
tools to improve efficiency,
flexibility and convenience for
everyone involved in judicial
proceedings: the court, the
parties and their lawyers, the
experts and interpreters and
also witnesses

Pandemic has put judicial
institution, judges and lawyers
in front of the dilemma on
how to insure the proper
functioning of justice while
respecting human rights and
the rule of law during
extraordinary situations



Technical and legal concerns 
about videoconferencing

ICT

Hardware / 
Network

Software

Platform

Security

Practical 
arrangements

Selection of the 
type of processes
and hearings that

can be managed by 
videoconference

Procedural rules 
applicable to the 

remote hearing and 
videoconference

Participants
Visual recognition
Official recording

Compatibility with 
key fundamental

rights (privacy) and

the right to be heard
in court, the right of 
defence, the right to 

effective judicial
remedies and the 
right to a fair trial  

Tradition v. 
innovation

Orality v. 

written or 
remote hearings



A set of key measures to ensure that use of videoconferencing 
in judicial proceedings does not undermine the …



CONCEPT

We started with an in-depth analysis of the case law of the
ECHR on hearing, participation in the trial, participation in
presence and videoconference, extracting from it the
fundamental principles concerning the guarantees of
Article 6 of the Convention.

We have taken into account current experiences, in
particular with regard to cross-border cases in the EU and
trials with the participation of protected witnesses

We have taken note of the spread of videoconferencing as
a reaction to the impossibility of holding trials in person

We have drawn up the guidelines through continuous, in-
depth and interdisciplinary work.



Structure

Fundamental principles

Procedural issues concerning all types of judicial 
proceedings, with an additional section focusing 

on the particularities of criminal proceedings 

Technical and organisational requirements 

for videoconferencing in judicial proceedings 

Appendix – A collection of best practices



Fundamental principles

The court to decide, within the applicable legal 
framework, whether to hold particular remote hearing 

MS establish the legal framework providing a clear basis 
for allowing courts to hold remote hearings 

All guarantees to a fair trial under ECHR apply to remote 
hearings in all judicial proceedings 



General guidance 
on judicial proceedings

Decision to hold a remote hearing 

Right to participate effectively 

Identification and privacy 

Publicity and recording 

Witnesses and experts 

Evidence 

Interpreters 



An exemple of best practice
The Recommendations of the Lithuanian Judicial Council

The Lithuanian Judicial Council sets good practice by
incorporating the VC guidelines into national
recommendations with further development and
adaptation to the local court practice. Lithuanian
recommendations provide a clear basis for allowing
courts to hold remote hearings in judicial proceedings
and ensure the effective implementation of the right to
justice for the participants in the proceedings.

(see Recommendations on remote judicial hearings
approved by the Judicial Council on 27 August 2021)



An exemple of best practice
The Italian High Council for the Judiciary guidelines

In March 2020, the SCM issued recommendations to judicial
offices concerning trials during the pandemic. On the basis of
a provision of the law, which extended the possibility to hold
hearings by videoconference (Decree-Law no. 18/2020), it
gave guidelines on how to carry out videoconferencing, the
identification of the parties, the participation of parties and
lawyers in compliance with the right of defence, how to take
minutes, the production of documents (by means of telematic
filing, screen sharing or uploading to the file section of the
virtual courtroom), the deed to adopt in case of
malfunctioning.
Courts have concluded MoU with public prosecutors' offices
and BAR associations to hold remote hearings with detained
or arrested persons



THE GUIDELINES ON E-FILING
INTRODUCTION

Based on:

➢ Report “Analytical Overview of the 
State of Play in Electronic Court 
Filing (e-filing) in selected member 
States of the Council of Europe” 
➢ Austria, Bulgaria, France, Italy, Latvia,  Montenegro, 

Norway, Portugal, Slovenia, Turkey 

➢ Further review of policy and 
research documents developed in 
the e-justice domain 

Experts for the Guidelines: Alexandra 
TSVETKOVA and Giulio BORSARI
and Harold Epineuse for Report)

Adopted
9th of December 2021

Country Range
ICT General 

Index

Austria 08,00 - 08,99 8,62

Bulgaria 03,00 - 03,99 3,55

France 05,00 - 05,99 5,19

Italy 06,00 - 06,99 6,42

Latvia beyond 09,00 9,79

Montenegro 04,00 - 04,99 4,87

Norway 07,00 - 07,99 7,66

Portugal beyond 09,00 9,25

Slovenia 07,00 - 07,99 7,71

Turkey 08,00 - 08,99 8,14



STRUCTURE

RECOMMANDATIONS 

CHECK-LIST                    

DEFINITIONS

FUNDAMENTAL 
PRINCIPLES

KEY 
CONCEPTS

TECHNICAL 
ASPECTS

ORGANISATIONAL 

ASPECTS

GOVERNANCE 
AND STRATEGIC 

MATTERS



E-FILING: what are we talking about?

Court e-filing system = exchanges of data and
documents in the course of judicial proceedings

The Guidelines extend the scope to digitalization,
thus broadening the concept of e-filing to
“solutions that facilitate access to justice by
establishing a digital channel that enables the
interaction and exchange of data and e-
documents between courts and court users”



The keys to a succesfull digital transformation

The Guidelines emphasize the need

to have clear all-round strategy,
encompassing strategical, organisational, and
technical measures;

to have dedicated, coherent and flexible e-
justice legislation;

to implement a strong governance strategy



The role of stakeholders

The Guidelines underline the importance of a
collaborative and continuous stakeholders
involvement, introducing user centricity and
agile approaches for user-friendly systems

Where we are 

and

Where we want 
to go

To build TRUST 
in digitalisation

To show how it 
works

Stakeholders

consultation

Main role of the 
legal 

community

Judges and 
court 

managers in 
the driving 

seat



The lifecycle of an e-document

Technical guidelines cover all aspects of the entire lifecycle of an
electronic document, underlying key requirements for a successful
digitalization, such as:
✓ links to legislation and/or case law to facilitate the reading and

study processes,
✓ transmission and quality checks of metadata to automatically

update the CMS,
✓ inclusion of multimedia and large files and e-evidence

management,
✓ possibility to personalize templates for internal users,
✓ a unique repository to avoid duplication of information,
✓ the need to adopt security safeguards (very important for highly

sensitive data) and an interoperable architecture to exchange data
effectively and efficiently with other authorities, also cross-border



Under control of Member States

The guidelines maintain a uniform level of detail, correctly
avoiding to indicate solutions, that need to remain under the
control of the Member States and that depend on the
evolution of technologies
Nevertheless, many good concrete examples are provided
for best practices, standards and approaches.



Purpose and scope - 1
Key measures for design and implementation of a framework

 enabling a party to:

✓start a judicial proceeding by issuing and receiving e-documents

✓exchange procedural documents with other parties and 

judges/prosecutors, and vice-versa

✓send/receive e-notifications and e-summons 

✓pay court fees online

✓access a secure repository of all procedural documents

providing an efficient and effective treatment of 

proceeding and data for all users involved.



Purpose and scope - 2
Possible different requirements for civil, administrative,
and criminal proceedings from one jurisdiction to
another

Unique institutional, legal, and technological context at
national level to be embedded in planning, designing
and implementing an e-filing system

Out of scope: 

▪ supporting activities and infrastructure facilities

▪ interoperability between courts and court users’ systems and 
between  systems deployed by criminal justice actors 



Definitions

❑electronic document (or e-document)

❑electronic identification (or e-identification)

❑electronic signature (or e-signature)

❑electronic court filing (or e-filing)

❑ internal users: judges, prosecutors, and other judicial bodies’
personnel involved in administering judicial proceedings

❑external users: parties to the proceedings, be they citizens,
private companies, public institutions, lawyers and/or legal
practitioners, (expert) witnesses, and/or other actors involved
in judicial procedures



Guiding principles - 1
Each judicial information system – no matter of its purpose and/or
functionality – shall be deployed with the core judicial values in mind

Fundamental legal principles:

A. Rule of Law

B. Independence of the judiciary 

C. Guarantees to a fair trial 

D. Non-discriminatory and free from biases that reinforce inequalities 

E. Effective judicial remedy in case any user’s basic rights are
negatively impacted or harmed by the use of the technology

F. Data protection principles ensured



Guiding principles - 2
Essential elements of any e-governance strategy:

G. Digital by default
H. Inclusiveness and accessibility
I. Openness and transparency = better accountability and 

trust building
J. Performance, security, and integrity of information –

data protection by design and by default
K. Data management and preservation of information 
L. Interoperability
M. Efficiency and effectiveness assessment tools



Key principles - An e-filing system should …

• Facilitate access to judicial information and provide for accountability, while 
balancing between access and protection of personal data

• Be fully compliant with existing laws and international standard

• Be deployed in an efficient, effective, and timely manner

• Be designed with high degree of transparency and accountability on its 
performance, procedure flows and decision-supporting processes

• Be developed to endure institutional changes and be constantly updated

• Embed the unique state’s institutional, legal, and technological frameworks

• Be a result of a reform incorporating both technical and legal requirements 
and strong institutional commitments

• Be based on a clear and well-defined legal framework

• Meet the preconditions towards successfully deploying: reliable and secure 
network, sufficient IT skills and competences, open infrastructure and 
operational coordination with other national/cross-border systems



• outline for the planning of an e-filing system → policy makers,
representatives of judicial bodies, project managers, IT managers, etc.

• can be adapted depending on the state’s status quo in e-filing and/or the
respective stage of implementation



THE WAY FORWARD
THE EUROPEAN CYBERJUSTICE NETWORK

OBJECTIVE: The European Cyberjustice Network has been set up to exchange good
practices and ideas for possible future developments among Council of Europe MS and OS
as well as support activities of the CEPEJ and its working groups (primarily CEPEJ-GT-
CYBERJUST) through a better understanding of the situation in MS/entities concerning
cyberjustice and artificial intelligence.

ROLE: it should

 exchange information on good practices as well as difficulties concerning cyberjustice
and AI

 monitor and exchange information on pilot and on-going projects

 be consulted on matters falling within the scope of the WG

 propose new tools, actions and co-operation projects and new actions based on the
needs identified by MS and the CEPEJ WGs,

 contribute to disseminating information made available and the tools developed by the
CEPEJ- GT-CYBERJUST

 support local initiatives to test the new tools and inform the CEPEJ-GT-CYBERJUST on
their results,

 enable a platform for bilateral and multilateral co-operation for the development of
cyberjustice applications.



The first meeting 

16° of November 2021: the first meeting was held via
webinar in an atmosphere of great interest (almost 100
participants between members and observers) in the
presence of the President of the CEPEJ
After brief introductions and a lecture by Prof Richard
Susskind, Rimantas Simaitis introduced to the focal
points the purpose, objectives and working methods of
the Network.
The Guidelines on videoconferencing adopted at the
36th plenary meeting were presented by the experts
Alexandre Palanco and Marek Swierczynski and
discussed using examples of good national practices.



Outlook

The ECN shall operate in the following ways:
➢network activities should be steered by the

CEPEJ-GT-CYBERJUST, supported by the CEPEJ
secretariat,

➢periodic virtual meetings should be organised
(online conferences, meet-ups, webinars and/or
virtual workshops) to exchange information in the
field of cyberjustice and artificial intelligence. The
topics will be defined based on initiatives taken
by the ECN members, CEPEJ working groups
and/or the member States.



THE RESOURCE CENTER ON CYBERJUSTICE 
AND ARTIFICIAL INTELLIGENCE

PURPOSE: Promoting a successful digital transformation and development of the
judiciary through an increased and continuous exchange of information concerning
implemented tools, good practices, software, legislation, documents and materials

TARGET: those working on the planning and implementation of judicial reforms including
legal and technical aspects; judges, court’s managers, lawyers, prosecutors and other legal
practitioners working in a digital environment

These resources should:
▪ be collected and made available at a central location, accessible via internet (e.g. the

CEPEJ website).
▪ be presented in a concrete manner, using entailing links, templates, and source texts
▪ be collected and entered under the supervision of CEPEJ-GT-Cyberjust in cooperation

with the European Cyberjustice Network
▪ entail implemented AI applications, as identified, and registered by the “CEPEJ

Artificial Intelligence Advisory Board (AIAB)”

The resource Center must be useful, practical and user oriented, with a possibility of
regular evolution (and potential extension) according to the needs of the CEPEJ.
The Resource Center should become THE first address for relevant professionals to
search, find and share relevant resource on the digital transformation and AI.



ADDED VALUE

➢ Focus on judicial environment
➢ Access to public and non-public domain information
➢ Information specific for the needs of the target group
➢ One central location under an already established address
➢ Privileged access to national judiciaries and governments
➢ Transparent and inclusive procedures
➢ Reliable and verified information
➢ Established relations with a community of practitioners
➢ Reach of 47 MS + Observers
➢ Starting point for further discussion, analysis and bi- or multilateral

cooperation
➢ Link to other CoE initiatives e.g. CEPEJ-STAT, CAHAI, CM

Recommendations
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QUESTIONS’ TIME


